ID Lock

PLUS

/-Wave Module

Firmware Update Guide

ENGLISH

V1.6 EN 21-01-08




ID Lock Z-Wave Module Firmware Update Guide January 8" 2021
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Prerequisites
To upgrade your Z-Wave module you need the following:

1. AnID Lock electronic door lock

2. An D Lock Z-Wave module

3. ID Lock Z-Wave firmware file (hex-file)

4. Silicon Labs Simplicity Studio and Z-Wave PC Controller (registration required to download
developer tool)

Z-Wave UZB controller (i.e. Aeontec Gen5 UZB)

A computer running Windows 10 with at least 1 USB port

o w

To update the Z-Wave module it must be excluded from your existing Z-Wave network. Please refer
to the Z-Wave manual on idlock.no/kundesenter and your Z-Wave controller guide for details on how
to exclude a door lock from your network.

Before inclusion we recommend you replace your batteries with 8 new LR06 batteries to ensure
nothing goes wrong during the OTA (Over The Air) upgrade.

The Z-Wave firmware hex-file is available on idlock.no/kundesenter. Look for them in the Z-Wave
section on the right side.
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WARNING!

Updating the Z-Wave Module is at own risk and without any warranties. ID Lock is not responsible
for any faults that may occur during the update process.

ID Lock idlock.no/zwave
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Access to software

The PC Controller software required for OTA can be accessed from the Silicon labs Simplicity studio.
To download and use the software a Silicon Labs account is needed. To make it easier later we will
start by making an silicon labs account.

Note that administrator access on the PC is required to install simplicity studio.

1. Go to Silicon Labs webpages www.silabs.com.
2. Select the “person”-symbol and “register account” as shown below. Follow the steps
provided. (If you already have an silicon labs account log in instead)

‘5’ SILICON LABS Products Solutions

Developers Support Resources Company

3. To download the Simplicity Studio enter Silicon Labs webpages again, www.silabs.com.
Select “Products” -> “Wireless” -> “Simplicity Studio & Other Software” (marked yellow)

Resources

‘s’ SILICON LABS Products Solutions

m MCU Timing Isolation

Developers Support Company How

More Products

PRODUCTS RESOURCES FEATURED PRODUCT

Technical Library

ID Lock

e Bluetooth
e Multiprotocol
@ Proprietary
0 Thread

@ Wi-Fi

a Xpress
@ Z-Wave
e Zigbee

Data Sheets, App Notes, & Mor

Development Kits

Community &

CAD/CAE Schematic Footprints &
Symbols Get Started with Bluetooth Low

Simplicity Studio & Other Software Energy BGM220 Series 2 Modules

Software Documentation

idlock.no/zwave )
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4. Scroll down and select “Explore Studio”

Simplicity Studio
mplicity

Studio 5 Development Platform

Get up and running quickly with precompiled demos, application notes and examples. Use
advanced tools including energy profiling and network analysis to optimize your MCU and wireless
systems.

& Explore Studio

5. Scroll down, select simplicity studio version 5 and press the Windows installer button to

ID Lock

download Simplicity Studio 5. You need to login to Simplicity Studio to download the software.

SIMPLICITY STUDIO SIMPLICITY STUDIO
VERSION 5 VERSION 4

Simplicity Studio 5

Simplicity Studio 5 is a major upgrade to the popular IDE. The
experience is largely based on feedback from customers, employees
and competitive reviews. No matter your experience level, you'll
benefit from an optimized workflow that produces quicker project
progression and device configuration. Simplicity Studio 5 also includes
the latest versions of Eclipse and (/C++ Development Tooling (CDT),
adding robustness, improving performance, and giving you the ability
to customize your experience using plug-ins from the Eclipse
Marketplace. Version 5 enables SecureVault, a new suite of state-of-
the-art security features designed to help future proof your loT
devices against escalating threats and regulatory pressures. The IDE = —
also includes a new Ul engine for modern, responsive, web-like user

interfaces.

A Free, Modemn
Development Suite
for IoT Appiications

Download the Full Online Installer Version of Simplicity Studio 5

Windows Installer > Mac Installer Linux Installer

idlock.no/zwave
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6. After downloading, open the file. A new window with the following should appear. Choose
Setup and follow the installation procedure.

L] » ThisPC » DVD Drive (E:) SimplicityStudio-3

Mame Date modified Type Size
Ox 0409 21.03.2016 20:04 Configuration sett... 22 KB
autorun 09.12.2020 21:49 Setup Information 1KB
|2l datal 09.12.2020 21:49 Cabinet File 870 KB
atal.hdr 09.12.2020 21:49 L File 760
datal.hd 09.12.2020 21:49 HDR Fil 760 KB
[ data2 09.12.2020 21:49 Cabinet File
%] 15Setup.dil 20.09.2018 13:15 Application exten...
1 layout 09.12.2020 21:49 BIM File
|&] setup 09.12.2020 21:47 BMP File
| | setup.dat 09.12.2020 21:49 DAT File
a setup 09.12.2020 21:49 Application
| setup 09.12.2020 21:49 Configuration sett...
setup.inx 09.12.2020 21:45 A File 270
pii 09.12.2020 21:49 INX Fil 270 KB

7. After installation, start Simplicity Studio. When started the following box should appear.
Accept all and press done.

BB simplicity Studie™ [u] X

Review Licenses

Review and accept the licenses below to install the selected packages

Eclipse Foundation Software User
Agreement

Eclipse Foundation Software User Agreement
November 22, 2017
Usage Of Content

THE ECLIPSE FOUNDATION MAKES AVAILABLE SOFTWARE, DOCUMENTATION, INFORMATION AND/OR OTHER MATERIALS
FOR OPEN SOURCE PROJECTS (COLLECTIVELY "CONTENT"). USE OF THE CONTENT IS GOVERNED BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT AND/OR THE TERMS AND CONDITIONS OF LICENSE AGREEMENTS OR NOTICES INDICATED
OR REFERENCED BELOW. BY USING THE CONTENT, YOU AGREE THAT YOUR USE OF THE CONTENT IS GOVERNED BY THIS
AGREEMENT AND/OR THE TERMS AND CONDITIONS OF ANY APPLICABLE LICENSE AGREEMENTS OR NOTICES INDICATED OR
REFERENCED BELOW. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT AND THE TERMS AND
CONDITIONS OF ANY APPLICABLE LICENSE AGREEMENTS OR NOTICES INDICATED OR REFERENCED BELOW, THEN YOU MAY
NOT USE THE CONTENT.

Applicable Licenses

Unless otherwise indicated, all Content made available by the Eclipse Foundation is provided to you under the terms and
conditions of the Eclipse Public License Version 2.0 ("EPL?). A copy of the EPL is provided with this Content and is also available
£ . For purposes of the EPL, "Program” will mean the Content.

Content includes, but is not limited to, source code, object code, documentation and other files maintained in the Eclipse
Foundation source code repository ("Repository”) in software modules ("Modules") and made available as downloadable
archives ("Downloads”).

« Content may be structured and packaged into modules to facilitate delivering, extending, and upgrading the Content. Typical modules may include:
plug-ins ("Plug-ins®), plug-in fragments ("Fragments®), and features ("Features").
Each Plug-in or Fragment may be packaged as a sub-directory or JAR (Java™ ARchive) in a directory named “plugins®.
A Feature is a bundle of one or more Plug-ins and/or Fragments and associated material. Each Feature may be packaged as a sub-directory ina
directory named *features". Within a Feature, files named "feature xml" may contain a list of the names and version numbers of the Plug-ins and/or

Software Bound by this Agreement

+/ Accept all agreements »/ Accept this agreement

ID Lock idlock.no/zwave
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8. The following should then appear. Login with your silicon labs account.

si | — | X

Welcome to Simplicity Studio

SILICDN LABS
Log in to Silicon Labs

Email
I

Password

Remember Me

Skip log in for now >
Log in You can log in later from the launcher.

Why log in?

9. After login the program requires some time while downloading drivers and setting up.

ID Lock idlock.no/zwave
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10. Installation manager will then appear. Choose the “install by technology type” button.

EJ simplicity Studio™ a *

Installation Manager

@ ~

Install by connecting Install by technology type
device(s) (wireless, Xpress, MCU,
Sensors)

11. Chose Z-Wave from the list and press next

Bl simplicity Studio™ o X

Installation Manager

Select Technology Type

Select technology type to use with your products

[ select All (9)

O 8-bit Microcontrollers

Bluetooth

OpenThread

Proprietary

Sensors

Xpress Interface

Zigbee

ID Lock idlock.no/zwave
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12. Chose “Auto” and press next

Package Installation Options

Auto

Select this option to let Simplicity Studio install all the recommended development packages based on the previously-selected product.

Advanced

Select this option to customize installed development packages based on your requirements.

13. A warning for missing packages might appear.
It is important that you have access to the Z-Wave Developer pack. The “Z-Wave Homekit
Bridge” pack is not required.

Press “next” if this is ok.

Access to Technology Packages

ome technologies may require login or kit registration

Request access to additional packages below (optional)

Development Packages (1) access granted

1 package needs access

Z-Wave Homekit Bridge

ID Lock idlock.no/zwave
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14. “Accept all agreements” and press next

Review Licenses

Review and accept the licenses below to install the selected packages

Master Software License
Agreement

Z-Wave Development Kit License

Agreement MASTER SOFTWARE LICENSE AGREEMENT

Version 20200316

THIS MASTER SOFTWARE LICENSE AGREEMENT ("AGREEMENT") GOVERNS YOUR USE OF THE LICENSED MATERIALS.
INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, INDICATES YOUR ACCEPTANCE OF THE TERMS OF THIS
AGREEMENT REGARDLESS OF WHETHER YOU CLICK THE "ACCEPT” BUTTON. IF YOU DO NOT AGREE WITH THESE TERMS
AND CONDITIONS OR IF YOU ARE NOT AUTHORIZED TO ACCEPT THE TERMS OF THIS LICENSE ON BEHALF OF YOUR
EMPLOYER, DECLINE THE LICENSE TERMS AND DO NOT USE THE SOFTWARE OR DOCUMENTATION. THESE TERMS GOVERN
YOUR CONTINUED USE OF THE LICENSED MATERIALS THAT YOU DOWNLOAD NOW OR IN THE FUTURE, INCLUDING SUCH
ADDITIONAL SOFTWARE MADE AVAILABLE TO YOU THROUGH THE LICENSED MATERIALS YOU HAVE SELECTED, AND ALL
UPDATES AND VERSIONS OF SUCH SOFTWARE.

Software Bound by this Agreement

~* Acceptall agreements +# Accept this agreement

15. The Z-Wave packages required will now be installed. Please wait.
After the installation is done the program will restart.

Now installing...

Fetching installation units...

Resources

Learn some tips and tricks to help you ramp up using Simplicity Studio

Simplicity Studio User's Guide
The official Simplicity Studio 5 User's Guide

Our collection of Simplicity Studio training and tutorial videos

Tips and Tricks
Useful tips and tricks to help you optimize your tools setup

Silicon Labs Community
Where users come together to learn, get help, and grow their skills

ID Lock idlock.no/zwave
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16. After restart select "Tools" button in the bar above.

File Edit Mavigate Search Project Run  Window Help
' 1 Welcome D) Recent s % Install %% Preferences
EH. Debug Adapters % W B X EEE -

Welcome to Simplig
Everything you need to develop, re

Get Started

Select a connected device or seart

Connected Devices

Connected Devices

Recent Projects

You haven't created a project yet

Create New Project

~ Learn and Support

M My Products 2= - =

[Eterproductrome 0000000 ]

ID Lock idlock.no/zwave
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17. The following window should appear. Scroll down and select “Z-Wave PC Controller” and
press “ok”

ER Tools Dialog X

Energy Profiler

Flash Programmer

Hardware Configurator

Z-Wave PC Controller

Z-Wave Zniffer

18. After installation you can eject/close the drive created when the Simplicity Studio
installation file is opened. To do so, open This PC, select and right click the DVD drive for
Simplicity Studio and select eject. This is not required to use Simplicity studio.

", DVD Drive (E:) SimplicityStudio-5
0 bytes fry
J Open
UDF pe

Open in new window
Pin to Quick access

Ea Scan with Microsoft Defender...

Give access to >
7-Zip 5
CRC SHA >
Pin to Start

Eject

Copy

Create shortcut

Properties

NOTE!

Silicon Labs Z-Wave PC Controller is a developer tool without any warranties. Please be advised of
Silicon Labs requirements for downloading the file and how to use the software.

ID Lock idlock.no/zwave
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How to update your device:
Exclude the door lock from your controller (follow the instructions from your controller supplier)

Insert the Z-Wave UZB controller to a USB port on your computer
Start Silicon Labs PC Controller as shown above (from 16)

Click on Settings (the gear icon in the top right corner)

73 COMS - Z-Wave PC Controller - O X

cOoM8

Included nodes: 3

Id: 1

Home Id: F8 89 F7 66 .
Network Role: RealPrimary

Source: COM8 OTA Firmware OTW Firmware
Network Management Update Update

@

Check the recognized UZB controller on the list in the dialog window and click OK. If there's nothing
there, click DETECT and then REFRESH. If the UZB controller still doesn't show up, you may need to
install special drivers so please contact the manufacturer of the device for instructions.

Settings n
Serial Port Data Scurces: Socket Data Sources:

| COM4 Sierra Wireless EMT7455 Qualcamm Snapdragon X7 LTE-A DKType IP Address Port
COM3 Sierra Wireless EM7455 Qualcomm Snapdragon X7 LTE-A N
; COMT7  Intel(R) Active Management Technology - SOL

COM17 Seriell USB-enhet

Z/IP Connection Args:

Capture communication trace to
Capture Folder: n

¥ Auto split by Size, Mb: 10 e Duration, min 0 - Keep last files, count: 3 =

ID Lock idlock.no/zwave 11
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3 COMS - Z-Wave PC Controller
COM8

Included nodes: 3

Network Management

2% S

Command Classes | Encrypt / Decrypt

Polling

Id: 1

Network Role: RealPrimary

Home Id: F8 89 F7 66 .

Source: COM8 OTA Firmware

‘O

Setup Route

E=

Associations

Update

)

NVM Backup/
Restore

—

IMA Network Smart Start

OTW Firmware
Update

Configuration
Parameters

Click ADD to enroll the UZB controller in inclusion mode, then activate inclusion mode on your door
lock (please refer to the Z-Wave manual for how to do this)

ID Lock

idlock.no/zwave
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7 COMS - Z-Wave PC Controller - m] X

COMS8 - Network management ﬂ

Id Type IL QO IV Floating View
« Controllers 1 node(s)

1 [S2] Pc Controller < HH - NWI -
v Slaves 2 node(s)

3 [S0] Secure Keypad Door | = .

4 [50] Secure d Door | Replace Failed Remove Failed

N Neighbors
Update
=@ Basic Set ON | O= Basic Set OFF

4 - [S0] Secure Keypad Door Lock o
» ‘Security: 0xDC
» @ Properties1: 0x01

@ Basic Device Class: 0x04 - ROUTING_SLAVE | Classic -m fi"d Node

W Generic Device Class: 0x40 - ENTRY_CONT e

@ Specific Device Class: 0x03 - SECURE KEYP
- Set Node Info | 11D Shift O Update Mpan Tabl
« @ Command Classes: b ; < e Pt L’ E pan feble

L e T L e e

07:58:28.767 "Send Command' Completed E

After a successful inclusion, click ARROW UP ICON to get to the update screen.

TG COME - Z-Wave PC Controller — O ®
COMS8 - Network management E
id Type IL Qo v Floating View
« Controllers 7 node(s)
1 [52] Pc Controller <

« Slaves 2 nods(s)
3 [50] Secure Keypad Door |
4 [50] Secure Keypad Door |

4 - [50] Secure Keypad Door Lack

- Security
v '@ Capability: 0x53 -
4 ‘Security: QxDC

+ @ Properties1: 0x01
W Basic Device Class: 0x(4 - ROUTING_SLAVE
@ Generic Device Class: 0x40 - ENTRY_CONT
L ] Specific Device Class: 0x03 - SECURE_KEYP
+ @ Command Classes:

idlock.no/zwave
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Check the added [SO] Secure Keypad Door Lock and click the GET button

7B COMS - Z-Wave PC Controller — O ®
COMS - Firmware Update H
Id Type IL Qo v Current Firmware
'1 Contro:;rsp? r::crde(s) I y Command Class Version: 2
[52] Pc Controller Manufacturer 1D: 0373
« Slaves 2 node(s) )
- o - . , Firmware [D: 0301
l4 [50] Secure Keypad Door | I Firmware Version: 1.06
Hardware Version:
Checksum: Fé& D5
Get

Firmware Update

4 - [50] Secure Keypad Door Lock File: ‘ [ ] I
+ @ Capability: 0x53
» ‘Security: QxDC
+ @ Properties1: 0x01
W Basic Device Class: 0x04 - ROUTING_SLAVE

Add padding to firmware update file (.ota and .hex files only),
StartAddress: 0x1800

Firmware Targets:

Target: 0 - Firmware Id: 03 01 Fi 1D 0301
@ Generic Device Class: 0x40 - ENTRY_CONT - rmware . 40 -
W Specific Device Class: 0x03 - SECURE_KEYP Fragment Size: _
Checksum: 42 B1

+ W Command Classes:
L e T R e |

07:58:28.767 "Send Command' Completed E

Click on the FOLDER button to select the downloaded hex-file.

Click on the UPDATE button to start update.

ID Lock idlock.no/zwave
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#E COMS - Z-Wave PC Controller — O P
COMS - Firmware Update H
Id Type L QO IV Firmware [D: 0301
v Controllers 1 nadefs) Firmware Version: 1.06
1 [52] Pc Controller < Hardware Version:
v Slaves 2 node(s) Checksum: F& D3

3 [50] Secure Keypad Door |

4 [50] Secure Keypad Door |
Get

Firmware Update

Ch\Users\brooyw\Desktopwork\z-wave 150 v1.6
File: \2019-05-07 - 150 v1.5 di-fw 147 n
\DLock_Battery OTA ZM5202_EU_WD.hex
v Add padding to firmware update file (.ota and .hex files only),
StartAddress: 0x1800

4 - [50] Secure Keypad Door Lock .
Firmware Targets:

» @ Capability: 0x532

Target: O - Firmware |d: 03 01 Firmware D 0301

' § Security: OxDC P £ 5i a0 a

ragment Size:

» ‘Propertieﬂ: Ox01 g s
@ Basic Device Class: Ox04 - ROUTING_SLAVE Checksum: 4281
‘Gene_nc Devfce Class: 0xd0 - ENTRY_CONT Update Activate D load
L Specific Device Class: 0x03 - SECURE_KEYP

~ ® Command Classes: Status:

R TG RN IR TR

07:58:28.767 "Send Command' Completed E

An update process may take a while, up to 15 minutes is quite normal.

Verify the process status. If correct, the status should always show: Valid combination=0xFF

« Add padding to firmware update file [.ota and .hex files only),
StartAddress: 0x1800

Firmware Targets:
Target: 0 - Firmware Id: 03 01 Firmware 1D: [ERN]

1k

Fragment Size: 40

4- [S0] Secure K d Door Lock Checksum: 42 B1

» @ Capability: 0x53
» @ Security: 0xDC
» @ PropertiesT: 0x01 Status: Valid combination=0xFF
‘Basic Device Class: 0x04 - ROUTING_SLAVI
W Generic Device Class: 0x40 - ENTRY_CONT
W Specific Device Class: 0x03 - SECURE_KEYP
+ @ Command Classes:
B 0xSE - ZWAVEPLUS_INFO
B 0x72 - MANUFACTURER_SPECIFIC
B 098 - SECURITY
B 0x5A - DEVICE_RESET_LOCALLY
B 0x73 - POWERLEVEL
B 0x70 - CONFIGURATION

Please wait until the OTA Firmware Update completed... E

packet# 54 of 2517 written...

18:15:13.411 Rx SECURITY_NONCE_GET(28 40)

ID Lock idlock.no/zwave
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If the update process fails or is aborted the status shows: Unable to receive=0x01

0]

4 - [50] Secure Keypad Doer Lock
+ @ Capability: 0x53
v @ Security: 0xDC
+ @ Propertiest: 0x01
‘ Basic Device Class: 0x04 - ROUTING_SLAVE
‘Generic Device Class: 0xd0 - ENTRY_CONT
‘ Specific Device Class: 0x03 - SECURE_KEYP
- ‘Command Classes:
B 0xSE - ZWAVEPLUS_INFO
0x72 - MANUFRACTURER_SPECIFIC
0x98 - SECURITY
Ox5A - DEVICE_RESET_LOCALLY
0x73 - BOWERLEVEL
0x70 - CONFIGURATION
. J Securely 50 Supported Cornmand Classes:

Status: unable to receive=0x01

\MULock_Battery O1A_LMDZ20Z_EU_WLLhex

o Add padding to firmware update file (.ota and .hex files only),

StartAddress: 0x1800
Firmware Targets:
Target: 0 - Firmware Id: 03 01 Firmware 1D: 03m
Fragment Size: 40
Checksum: 42 B1

January 8" 2021

4

NOTE!

After an update of the Z-Wave module it may be required to perform a Z-Wave local reset and a
factory reset of your door lock before including it in a new Z-Wave network.

ID Lock

idlock.no/zwave
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Copyright

The following applies to the ID Lock Z-Wave OTA firmware 1.0, 1.5 and 1.6.
Copyright 2021 ID Lock AS

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

ID Lock idlock.no/zwave
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