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Prerequisites
To upgrade your Z-Wave module you need the following:

An ID Lock electronic door lock

An ID Lock Z-Wave module

ID Lock Z-Wave firmware file (hex-file)

SiLabs Z-Wave PC Controller 5 (registration required to download developer tool)
Z-Wave UZB controller (i.e. Aeontec Gen5 UZB)

A computer running Windows 10 with at least 1 USB port

ok wnN R

To update the Z-Wave module it must be excluded from your existing Z-Wave network. Please refer
to the Z-Wave manual on idlock.no/kundesenter and your Z-Wave controller guide for details on how
to exclude a door lock from your network.

Before inclusion we recommend you replace your batteries with 8 new LR06 batteries to ensure
nothing goes wrong during the OTA (Over The Air) upgrade.

The Z-Wave firmware hex-file is available on idlock.no/kundesenter. Look for them in the Z-Wave
section on the right side.
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WARNING!

Updating the Z-Wave Module is at own risk and without any warranties. ID Lock is not responsible
for any faults that may occur during the update process.
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Access to software

1. To get access to SiLabs Z-Wave PC Controller software enter SiLabs webpage on
silabs.com, select “Products” and press on “Wireless >” (marked yellow):

> iEiEPs BAE LogIn | Register

Parametric Search | Cross-Reference Search

SILICON LABS

About = Products Solutions « Community & Support « Q
Microcontrollers » Analog » Audio & Radio » Find a Distributor >
Wireless » Clocks and Oscillators » Modems & DAAs » Buy or Sample >
Sensors > Isolators > TV & Video »

Interface > Power > Voice »

USB Bridges »

2. Scroll down and press “Learn more >” below the Z-Wave section (marked yellow):

Choose the Wireless Protocol That Fits Your Needs:

€) Bluetooth

Get up and running with the
latest Bluetooth technologies,
including Bluetooth 5 and
Bluetooth mesh

Learn More »

& Wi-Fi

Start prototyping your
application with Wi-Fi modules
designed specifically for the
loT.

Learn More »

@ Zigbee

Build robust, scalable Zighee
mesh products with SoCs, SiP
maodules, and advanced
software

Learn More »

7 Z-Wave

Easlly create smart home
products and services that
work together with hundreds
of brands.

Learn More »

@ Thread

Ly

peed development with our

—

hread mesh networking
modules, SoCs, and proven
netwark analysis tools

Learn More »

A, Multi

Take advantage of single-chip
solutions for Bluetooth,
Zigbee, Thread, and sub-GHz
wireless.

Learn More »

idlock.no/zwave

() Proprietary

Add high-performance, low-
power wireless to your
products ranging from 142

MHz to 2.4 GHz.

Learn More »

3. Xpress

Drop-in, connect, and
your Bluetooth 5

-Fi applications with

prot
and W
Zero programming,

Learn More »
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3. Scroll down and press “Read more >” below the Z-Wave Software section
(Marked yellow in picture below):

GETTING STARTED LEARNING CENTER CERTIFICATION

Getting Started with Z- Z-Wave Training and Z-Wave Certification
Wave Resources Program

Get Started > Learn More » Learn More >

SPECIFICATIONS SOFTWARE APPLICATION NOTES

Z-Wave Specifications Z-Wave Software Z-Wave Application Notes
Read More > Read More > Read More >

4. To get access to PC Controller you need to download and accept terms for “Controller SDK”
first. Press “Controller SDK >”
(Marked yellow in picture below):

/-Wave Software

Embedded SDK Controller SDK Protocol Life Cycle

5. Scroll down and press “SDK Downloads” below “Z/IP Gateway SDK”
(Marked yellow in picture below):

Z/IP Gateway SDK Z-Ware SDKs and Development Tools
Z/IP is a UDP/IP wrapper for Z-Wave command Softwa re PC Programmer, Ziffer and other tools.
casses Z-Wave controller middleware running over Z- Access Tools >
SDK Downloads » Wave over |P (Z/IP)
Access Downloads
ID Lock idlock.no/zwave 3
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6. Scroll and press the button “Z/IP GW SDK 2.81.03 >”
(Marked yellow in picture below):

Z/IP Gateway SDK 2.81.00 Downloads and Support Documents

Z/IP Gateway SDK 2.81.00 Downloads and Support Documents

Z/IP GW SDK 2.81.03 >

7. You will now be asked to login or create an account. If you do not have and account,
press “Create an Account” (Marked yellow in picture below):

SILICON LABS
Log in to Silicon Labs
Email

[ ]

Password

Show

Remember Me
Create an Account | Forgot your password?

@ 2019 Silicon Labs. All rights reserved

After registration you will receive a confirmation email. Confirm by clicking the link in the mail.

8. Go back to silabs.com and log in, get back to the button “Z/IP GW SDK 2.81.03 >” and press
it again. You will now be asked to agree to the license agreement. Please do so in order to
get acces to PC Controller.

Z-Wave Controller Development Kit License Agreement

(] | agree to Z-Wave Controller Development Kit License Agreement

Submit | | Return

9. After pressing “Submit”, press “Return”.
You are now able to download the PC Controller.

ID Lock idlock.no/zwave
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10. Find and press the button “Embedded SDK >”
(Marked yellow in picture below):

Z-Wave Software

Embedded SDK Controller SDK Protocol Life Cycle

11. Find and press the button “PC Controller >”
(Marked yellow in picture below):

Z-Wave SDK 6.8x Downloads and Support Documents

Download the latest Z-Wave 500 series SDK and documents for secured Z-Wave applications.

yAVEN- 3] ¢ PC Controller SmartStart >

12. Press the button “Download” to start download of the PC Controller software.
(Marked yellow in picture below):

HOME  CASES

File

2 ZWavePCController_v5_39 I + Follow ” Download I
Size File Extension Owner
2.3MB zip Abitzen Xavier
[[) shared with (1) ®
PREVIEW DETAILS

ZWave SDK Tools

o] o

13. The setup file is located here:

vy IWavePCContraller wv5_39 » Bin » ZWavePCController

Fat

Mavn Endringsdateo

ﬁ_%! IWaveControllerSetup.msi 21.11.2019 1012

NOTE!
SiLabs Z-Wave PC Controller is a developer tool without any warranties. Please be advised of
SiLabs requirements for downloading the file and how to use the software.

ID Lock idlock.no/zwave
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How to update your device:
Exclude the door lock from your controller (follow the instructions from your controller supplier)

Insert the Z-Wave UZB controller to a USB port on your computer
Start SiLabs PC Controller 5

Click on Settings (the gear icon in the top right corner)

73 COMS - Z-Wave PC Controller - O X

CcCOM8

Included nodes: 3

Id: 1

Home Id: F8 89 F7 66 .
Network Role: RealPrimary

Source: COM8 OTA Firmware OTW Firmware
Network Management Update Update

s

Check the recognized UZB controller on the list in the dialog window and click OK. If there's nothing
there, click DETECT and then REFRESH. If the UZB controller still doesn't show up, you may need to
install special drivers so please contact the manufacturer of the device for instructions.

Settings nl

Serial Port Data Sources: Socket Data Sources: H

{ COM4 Sierra Wireless EM7455 Qualcomm Snapdragon X7 LTE-A DKType IP Address Port
COM5 Sierra Wireless EM7455 Qualcomm Snapdragon X7 LTE-A N
; COMT7  Intel(R) Active Management Technology - SOL

COM17 Seriell USB-enhet

-

Z/IP Connection Args:

Capture communication trace to
Capture Folder: n

-

~ Auto split by Size, Mb: 10 - Duration, min 0 = Keep last files, count: 3 -

ID Lock idlock.no/zwave
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Click Network Management

78 COMS - Z-Wave PC Controller

COMS8
Included nodes: 3
Id: 1 f
Home Id: F8 89 F7 66 e
Network Role: RealPrimary
Source: COM8 OTA Firmware OTW Firmware

Update Update

O,
NVM Backup/ Configuration
Restore Parameters

—

Polling Associations IMA Network Smart Start

Click ADD to enroll the UZB controller in inclusion mode, then activate inclusion mode on your door
lock (please refer to the Z-Wave manual for how to do this)

73 COMS - Z-Wave PC Controller - m] X
COMS8 - Network management ﬂ
Id Type IL QO W Floating View
v Controllers T nodef(s)

1 [S2] Pc Controller v
~ Slaves 2 nodef(s)
3 [SO] Secure Keypad Door |

B [S0] Secure Keypad Door | =vis Remove Failed
Neighbors
o Update
® Node Info =@ Basic Set ON | O= Basic Set OFF

«® Switch AlION | O= Switch All OFF | (= Stort Basic

h‘ltﬂd Test

4 - [S0] Secure Keypad Door Lock
» @ Capability: 0x53 X0 ResetSPAN | fii Next SPAN

i ‘”ty: * = Scheme
» @ Security: 0xDC

» @ Properties1: 0x01
@ Basic Device Class: 0x04 - ROUTING_SLAVE Classic - |Sefnd Node
W Generic Device Class: 0x40 - ENTRY_CONT s
W Specific Device Class: 0x03 - SECURE_KEYP C‘
- Set Node Info | 11l Mpan Table
+ W Command Classes: 0 - = 0 4 ! Update B8 Mpan Table

L T T TR L U R RN T

07:58:28.767 ‘Send Command' Completed E

After a successful inclusion, click ARROW UP ICON to get to the update screen.

ID Lock idlock.no/zwave
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3 COMS - Z-Wave PC Controller
COMS8 - Network management
Id Type IL Q0
= Controllers 1 node(s)
1 [52] Pc Controller v

+* Slaves 2 node(s)

3 [50] Secure Keypad Door | n e m
4 [50] Secure Keypad Door |
N'-'Iqhbl:ll"'
M setassis Q Update
@ Wakeup
Interval

4 - [50] Secure Keypad Doer Lock

» @ Capability: 0x532

O ‘ Security: OxDC

+ @ PropertiesT: 0x01
W Basic Device Class: 004 - ROUTING_SLAVE
W Generic Device Class: 0x40 - ENTRY_CONT
L Specific Device Class: 0x03 - SECURE_KEYP

~ @ Command Classes:

By orr massLeeRa e IRIEe

Check the added [SO] Secure Keypad Door Lock and click the GET button

- O X

E10K

Floating View

Start Basic
-
* Test

Send Node
Info

Mpan

73 COMS - Z-Wave PC Controller

COMS8 - Firmware Update

Id Type IL Qo v Current Firmware
'1 Contro:;rsp? ;EME(S) I y Command Class Version: 2
tro
[52] Pc Com er Manufacturer 1D: 0373

* Slaves 2 node(s)
Firmware [D: 0301

I4 [50] Secure Keypad Door | I Firmware Version: 1.06

Hardware Version:
Checksum: Fé D5

Get

Firmware Update

+ @ Capability: 0x53

» @ Security: 0xDC

4 ‘Propertiesh 0x01
W Basic Device Class: 004 - ROUTING_SLAVE
W Generic Device Class: 0x40 - ENTRY_CONT
W Specific Device Class: 0x032 - SECURE_KEYP

+ W Command Classes: Checksum: 42 B1
Ben o e e I E— E—

StartAddress: 0x1800
Firmware Targets:
Target: O - Firmware |d: 03 01 Firmware D 03m
Fragment Size: 40

07:58:28.767 "Send Command' Completed

4 - [S0] Secure Keypad Doer Lock File: ‘ . I

Add padding to firmware update file {.ota and .hex files only),

1k

Click on the FOLDER button to select the downloaded hex-file.

Click on the UPDATE button to start update.

ID Lock idlock.no/zwave
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& COMS - Z-Wave PC Controller - O *
COMS8 - Firmware Update H
Id Type IL m v Firmware [D: 0301
~ Controllers 1 nodefs) Firmware Version: 1.06
1 [52] Pc Controller v Hardware Version:
¥ Slaves 2 node(s) Checksum: F& D3

3 [50] Secure Keypad Door |

4 [50] Secure Keypad Door |
Get

Firmware Update

Ch\Users\brooy\Desktop\work\z-wave 150 v1.6
File: \2019-05-07 - 150 v1.5 di-fw 147 n
\DLock_Battery OTA_ZM5202_EU_WD.hex
« Add padding to firmware update file (.ota and .hex files only),
StartAddress: 0x1800

4 - [50] Secure Keypad Door Lack )
Firmware Targets:

» @ Capability: 0x53

Target: O - Firmware Id: 03 01 Firmware D 030
3 ‘Security: 0xDC . -
i Fragment Size: 40 -
» @ Properties1: 0x01
@ Basic Device Class: 0x04 - ROUTING_SLAVE Creier 4281
‘Gene_nc D'ev!ce Class: 0x40 - ENTRY_CONT Update Activate D load
W Specific Device Class: 0x02 - SECURE_KEYP
+ @ Command Classes: Status:

En orr marsuemae mire

07:58:28.767 "Send Command' Completed E

An update process may take a while, up to 15 minutes is quite normal.

Verify the process status. If correct, the status should always show: Valid combination=0xFF

v Add padding to firmware update file {,ota and .hex files only),
StartAddress: 0x1800

Firmware Targets:

Target: 0 - Firmware Id: 03 01 Firmware 1D: 0m

4

Fragment Size: 40

4- [S0] Secure K d Door Lock Checksum: 42 B1

v @ Capability: 0x53
» ‘Security: 0xDC
4 ‘Pr:uperties'l: 0xc01 Status: Valid combination=0xFF
‘Basic Device Class: 0x04 - ROUTING_SLAVE
@ Generic Device Class: 0x40 - ENTRY_CONT
W Specific Device Class: 0x03 - SECURE_KEYP
~ W Command Classes:
B 0x5E - ZWAVEPLUS_INFO
B 0x72 - MANUFACTURER_SPECIFIC
B 0:08 - SECURITY
B 0x5A - DEVICE_RESET_LQCALLY
B 0x73 - POWERLEVEL
B 070 - CONFIGURATION

Please wait until the OTA Firmware Update completed... E

packet# 54 of 2511 written..,

18:15:13.411 Rx SECURITY_NOMNCE_GET(98 40)

If the update process fails or is aborted the status shows: Unable to receive=0x01

ID Lock idlock.no/zwave
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4 - [50] Secure Keypad Door Lock
» @ Capability: 0x53
+ @ Security: 0xDC
» ‘Proper‘tiesh Ox01
‘ Basic Device Class: 0x04 - ROUTING_SLAVE
‘Generic Device Class: 0xd0 - ENTRY_CONT
‘ Specific Device Class: 0x03 - SECURE_KEYP
- ‘Command Classes:
0x5E - ZWAVEPLUS_INFO
0x72 - MAMUFACTURER_SPECIFIC
B 0x98 - SECURITY
0x5SA - DEVICE_RESET_LOCALLY
0x73 - BOWERLEVEL
0x70 - CONFIGURATION
~ W Securely 50 Supported Command Classes:

Status: unable to receive=0x01

\DLoack_Battery U1A_£M5202_EU_WD.hex

v Add padding to firmware update file (.ota and .hex files only),

StartAddress: 0x1800
Firmware Targets:
Target: 0 - Firmware Id: 03 01 Firmware 1D 03
Fragment Size: 40
Checksum: 42 B1

November 215 2019

4

NOTE!

After an update of the Z-Wave module it may be required to perform a Z-Wave local reset and a
factory reset of your door lock before including it in a new Z-Wave network.

ID Lock
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